HacTtponka cepBepa

Hawa komnaHusa npeanaraet Bam ycnyru no HacTpolike, 06CnyXMBaHUIO 1 YCTaHOBKE
cepsepoB Ha nnatdgopmax kak Unix, Tak n Windows. KayecTBeHHO npoaHanuavposas Bauwwm
TpeboBaHMs 1 3a4a4n HaWW COTPYAHUKN nonbepyT onTUManbHY KOHGUIypaumto
obopynoBaHus, HacTPOAT 1 ONTUMKU3NPYIOT paboTy Bawero cepsepa.

AKUMNOHHbIE NpeasioXeHNs:
- Open Source (He TpebyeT nnaTHbIX NMLEH3UiA) NO4TOBLIV cepBep 3a 800 rpH.

Mbl npenocTaBsnsieM yCnyru rno HaCTpouke U CONPOBOXAEHUIO CNeayoLWUX TUNos

CepBUCOB:

-  MapuwpyTtmsartopsbl, paepBo/ibl U NPOKCU-CEPBEPHI;

- VPN cepsep;

- [loyTOBbIN CEPBEP;

- CepBep pe3epBHOro KONMpPoBaHUSA OAHHbIX;

- TepMuHanNbHbLIA cEPBEP;

- @dannosbii cepeBep;

- Beb-cepsep;

- Cepsep 6a3 gaHHbix (B1);

- FTP, DHCP, DNS, AD+GPO;

Mbl B MMHMManbHbIE CPOKU MOMOXEM Bam HacTponTb cneaytolee cepBepHoOe NporpamMMHoe
obecneyeHuve:

- becnnatHoe T[10 (no GPL nuueH3un ) - Apache, Squid, Sendmail, Exim, Postfix,
MySql, Xorg, FTPd, ProFTPd, BIND, Asterisk n MHorue gpyrue.

- [lponpuetapHoe [10O - Microsoft ISA  2000-2006, Traffic Inspector, UserGate, Kerio
Winroute Firewall, Windows Terminal Server, DNS, DHCP, VPN, Active Directory, GPO
(Group Policy Object), Exchange, MDaemon, Kerio Mail Server, UserGate Mail Server, IS,
MSSQL 2000-2008 n MHorne gpyrue.

Huxe npueeneHa CTOMMOCTb HaCTpOﬁKM KOHKpPeTHbIX CepBepoB.

| HaumMeHoBaHMe KoHdoUrypauum
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300

YcrtaHoska onepaumnoHHon cuctembl Windows  Server 2000-2008

Windows

200

B aToM npaiice npencTaBneHbl LieHbl HA caMble NMONynspHble KOHMUrypauum cepeepos. Ecnu
KNMEHTY HeoBX0AMMO HAaCTPOUTbL OTAENbHbIE CEPBUCHI MW APYrUe KOHAUIypaumm cepeepos,

Hawn cneunanncTbl roToBbl NPEeanoXNTb Bam I/IH,D,I/IBI/I,D,yaI'IbeII7I noaxon.

Hunxe npueeneHbl KpaTtkmne onnmcaHuA BO3MOXHOCTEWN, HA3HAYeHNs n PYHKLMOHaNbHOCTU

CepBepoB.

UHTepHeT cepBep.
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enaetca onsg BO3MOXHOCTU yqéTa Tpaduka, aHTI/IBI/IpyCHOI7I 3alnTbl, N3014UnN
KOMMbOTEPOB OT HECAHKUMOHNPOBAHHOIO AOCTyna n3 BCGMI/IpHOI7I cetun MHTepHeT,
BO3MOXHOCTN MOHWUTOPUHIra COTpyOHUKOB N OrpaHnyeHmne 0octyna Ha HeXenaTtenbHble

pecypcsl.
MpevMylwecTBa NCNONb30BaHNS cepBepa AN AoCTyna COTPYAHUKOB KOMMaHUM K VIHTepHeTy:

- B03MOXHOCTb 3KOHOMMU TpaduKa (91EMEHTbI CTPAHUL, MOCELWEHNS XPaHATCS B KALWe
npokcu-cepeepa).

- MopopobHbI y4éTa Beb-Tpadmka.

- AHTuMBMpPYCHas 3awmTa - bonbwas YacTb coaepxaHns Beb-cTpaHmubl 1 NOYThI
NpOBEpPSIETCA HA 3Tane NPOX0XAEHUS Yepes Cepaep.

- V3onaums KOMMbioTEPOB COTPYAHUKOB KOMMAHUM OT HECAHKLIMOHUPOBAHHOIO AOCTYyna
N3 BHewWwHeln ceTu VIHTepHeT. Ha cepBepe OTKPbIBAKOTCS Tak Ha3blBAEMbIE MOPThI
(NporpamMMHbIe BbIXOAbI ANS AOCTyNa pasfiMyHblX NPUN0XEHWA B MUP) HEOOX0AMMbIE
MOYTOBOMY KMEHTY, aHTuBupycHomy O, 6paysepy, ICQ 1 1.4., [axe nonaswwnii B
KOMMbIOTEP TPOSHCKWUIA KOHb, ByAEeT CUNbHO OrPaHUYeH B CBOEN BPELHOCTH.

- Kak npaBwuno, B Cuny BbIWEONUCAHHBIX MYHKTOB, (OUPMbI, UICNONb3YLoWme
NPOKCU-CEPBEP, MMEIOT HAMHOIO MeHbLLE NPO6EM C KOMMbIOTEPAMU TOKANbHOM
BblyucnutenoHom cetu (J1IBC).

- Opranunzaumnsa poctyna Kk pecypcam J1IBC n3 ynanéHHoro odoumca.

PekoMeHayeTCs MCNOMb30BaTh MMEHHO BbIAENEHHbIV KOMMbIOTEP ANS cepBepa OocTyna B
NHTepHeT, 4To 06yCNnoBNEHO Kak O0NOMHUTENbHON Mepoi NoNNTUKN 6e3onacHocTn
NHOPMAaLMOHHON CUCTEMbI Tak 1 KOMJPOPTHOI paboToii nonb3oBaTtens gaHHoro K.

CToMmoCTb HaCTPOWKU MHTEPHET cepBepa:

HacTtpowka "UHTepHeT cepBepa” ons ocuca ¢ yncneHHocTbio Ao 20 komnbioTepos byaet
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CTOATb MPUMEPHO 300 rpH. ecnu cepBep B KOMNAHUN yXe
ycTaHoBneH. Ecnv cepBep HaOo HacTpaumBaTb C HYyNs - HacTporika 6ynet ctosaTb oT 400 rpH.
CTtommocTb annapaTHoi YacTu 06bi4HO okono 300 ye.

ConyTcTBytowme cepBuchl Hactpaemole no xenaHuio knneHta: VLAN, VPN, Wi-Fi, DHCP.

VPN cepBep

VPN cepBep Hy>XHO HacTpanBaTtb B cliy4yae HeobxoOMMOCTU AOCTyNna K pecypcam foKasibHOM
ceTu u3 ygpanéHHoro odpuca. [1ns opraHmsaumm coeanHeHns yaoanéHHoro Komnbrotepa ¢
OCHOBHbIM OCPMCOM KOMMaHUM N BO3MOXHOCTbIO paboThl ¢ 0bwer 6a3oi opraHnsaumm, Ha
NHTepHeT-cepBepe OTOENbHO OT MPOKCU cepBepa Hy>XHO HacTpouTb cepsuc Virtual Private
Network (VPN). Mockonbky ans paboTbl cMCTEMbI CEpBEP AONXEH OblTb BUAEH U3 NIHTEpHETa,
TO COOTBETCTBEHHO YXECTOYaKTCS HACTPOWKM napameTpoB 6€30MacHOCTN, HACTPanBatoTCS

CMCTEMbI XYPHaNMpPoBaHMs NOLKTOHYEHWIA.

CtromnmocTb HacTtpouku VPN cuctemsl:

300 rpH 3a HACTPOWKY CEPBEPHOM YacTU; NONHAsA CTOMMOCTb PacHUTbiBAETCS C Y4ETOM

KOonn4yectBa HacTpamBaeMblX KNMEHTCKUX MK.

MouTtoBbIX cepBep.

MoyToBbLIA AWWK HA 6ecnnaTHOM cepBepe — 3TO CUJbHbIV yaap No NPecTuXxy KOMMaHuu B
Hawe Bpems. [lns co3naHus KopnopaTUBHON 3EKTPOHHOW NMOYTbI HY>XHO COBCEM HEMHOrO:
nomeHHoe nms (~80 rpH B ron). OpraHn3oBbiBaTb COBCTBEHHbIA NOYTOBbIA CEPBEP UMEET
CMbIC/ MPY KONMYECTBE MOYTOBLIX SWMKOB 6onee OByX OecATKoB. B HAcTpoiiky No4TOBOro

cepsepa BxoanT: HacTponka SMTP, POP3, IMAP, Antispam, Webmail.

CTOMMOCTb HaCTPOMKMU «NOYTOBOro cepeepa»:
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HacTtporika "MNo4ToBoro cepeepa” ang manoro ocpuca oo 10K npumepHo ctout 500 rpH.

CTtoumMocTb annapaTtHoi Yactu 0bbl4HO okono 250ye.

Pe3epBHOe KonupoBaHue.

B ntoboii koMnaHum ecTb MHGpOPMaLUS, yTepsl KOTOpol ByneT cepbE3HbIM yaapoM Aans
nanbHenwen paboTbl. B nepByto oyepenb 310 Kacaetcs byxrantepum n KnMeHTckon 6asbl,
noyTbl. OQHaKo He CTOUT HeJoOLUEHMBATb BaXHOCTb OOKYMEHTOB, C KOTOPbIMM paboTatoT
coTpyaHuku. Mpu Boixoae n3 ctpos MK nnn BupycHoM 3apaxeHunn paboTta Yyenoseka
ocTaHaBnuBaeTcs. Bo nsbexaHue Tako cuTyaumm pPeKoMeHOyeTcsl OpraHM3oBbiBaTh
pesepBupoBaHne nHgopmaumn. KoHkpeTHble ycnosusa backup cuctembl, Hawm cneumanmcTbl
NpeanoXxar UCX0oast U3 KONMYecTBa COTPYLOHUKOB, TOHKOCTEN paboTbl U 06 bEMa NONE3HOM
nHpopmaumn.

NHdgoopmaumsa - 3To oHa U3 Tex Belleil, Ha KOTOPYO HUKTO He obpallaeT BHMMaHUs, noka
OHa ecTb. [loTeps BbIWEyNnOMSHYTOM MOXET NPOMU3ONTU NO MHOrUM NPUYMHAM: annapaTHbIi
ned ekt HOCUTENS, MPOrPaMMHbI COOIA, BUPYChI, MPOMbILWIEHHBIA WNMOHAX, UK BCE cpasy.
KoHeuyHo Takoe cnyyaeTcs peako, Ho, MoBepbTe, 3TO cnaboe yTelweHne, HanpuMep Npw
notepe 6a3 1C... B 0bwumx cnyyasix CTOMMOCTb BOCCTAHOBNIEHWUSI CPaBHMMAa CO CTOMMOCTbIO
otaenbHoro MNK ong xpaHeHus pe3epBHbIX KOMWA. A NPOCTON KOMNAHUN MOXET BbIINTLCS B
HamHoro 6onblwure cymmbl. Ha BoccTaHoBneHne paboTocnocobHOCTM yXOOMUT OT HECKONbKMX
CYTOK 00 Hepenw.

Kak MMHUMYM cnefyeT co3paBaTbh pe3epBHbIE KOMUN BaXXHbIX AaHHbIX HA OTOENbHOM
XECTKOM aucke Hanbonee noaxoaswero gns atoro [NNK, OnoHako onTManbHbIM BAPUaHTOM
cnenyert cunTaTb eXenHEBHOE KONMPOBAHNE BCEW BaXHOM MHPopMauum COTpyOHNKOB
KOMNaHWM Ha OTOENbHbIA CEPBEP, C NMOCNeayowmnM oy6nMpoBaHNeM Ha BHELWHWIA HOCUTENDb,
KOTOPbIA XpaHNTCa oTaenbHO. bnaro BMECTUTENbHOCTb HAKONUTENEN OABHO NPeB3oLwna
camble cMenble TpeboBaHMs 3NeKTPOHHOro AOKYyMeHToobopoTa.

Takoli BapmaHT He TpebyeT 6oMbluMx 3aTpaTt Ha BHEAPEHME, BO BCSKOM Clydae ero

annapartHasa 4actb, U 0OCTATO4YHO XWu3HecnocobeH naxe B Mmacwtabax KPYMNHbIX
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opraHusaumi.

CTouMOCTb HaCTPOWKMU pe3epBHOro KONMpPoBaHUS:

CTtoumMocTb BHelWwHero Hakonutens 5006 120 y.e.

CrtoumocTb paboT No HacTpoiike cepepa n nonb3osatenbckux MK B konnyectse o 10 w 1
000 rpH.

CepBep TepMUHanoBs.

OTnuYHoe peleHne ons KoMnaHuii ¢ OAHOTUMHON PaboTo HEKOTOPOro KONMYecTBa

COTPYyAHUKOB. MaoeanbHO nogxoauTt ans 6yxranTep|/|v|.

OKOHOMMYecKas Bbiroa:

- OKOHOMUS OeHEeXHbIX CPeACTB NpU NpModbpeTeHNN TEPMUHANOB, YMEHbLWAOWMX 06LLYi0
CTOMMOCTb BNnageHnsa MHPPacTpyKTypbl NPeanpuatuns.

- OKOHOMMS MpKW yCTaHOBKE NNLIEH3MOHHOI0 NPOrpaMMHOro obecrneyeHusl, Tak Kak Bbl
Tenepb MOXETe YCTaHOBMTb TONbKO OAHY MPOrpamMy Ha CcepBep, a Nonb3oBaTbcs el byaeT
BECb odouc.

- OT1cyTCcTBME HEOHXOANUMOCTM B MOAEPHN3ALMNN BCENO KOMMNbIOTEPHOMO napka oupMsi.

- Ecnny Bac 6onblas nokanbHas cetb To BaM He NoHanobuTbCs CTONIbKO CUCTEMHbIX

aAMNHNCTPATOPOB, CKOJIbKO 6bIno paHble. A,D,MI/IHI/ICTpMpOBaTb HY>XHO TOJIbKO CepBep.
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JocTyn K BaweMmy cepBepy, NporpaMmam, nokymeHTam Bbl nonyyaete 13 noboi To4ku
nnaHeThbl, rae ecTb MHTEpHeT. Ho MOXXHO Bce caenatb 1 B BaweM odrce, ncnonbays
BO3MOXHOCTW NloKanbHOM ceTn. Bbl nonyyaete BO3MOXHOCTb Cneantb 3a paboToi
KOMMbloTepoB Bawmux coTpyaHKOB 13 Nto6oI TOYKM NNaHeTbl UCMonb3ys CBOW HOYyTOYK
NOAK/OYEHHbIR K MHTepHeT. [pu cboe nopayv anekTpoaHeprum Kk TepMmHanam, obpoise

CBA3K BCE OOKYMEHTbI, OTKpPbITble NporpamMmmMmamMn n ece, 4T1o Bbl coenanu octaeTcs.

CroumocTb HaCTpOVIKM cepBepa TepMUHANOB:

Bbi3zBaTb cneunanncTa, yaHate noapobHyto nHdgopmMauumo ob ycnyre "cepeep TepMUHANOB"
Bbl MOXeTe, NO3BOHMB MO HALWWM KOHTaKTaM, Uv caenaTtb 3asiBKy Ha Hallem canTe B

pasnene 3akas on-line.

dawun cepsep.

LleHTpanu3oBaHHOE XpaHWIULLE OCPUCHBIX AAHHbIX, aKTyanbHO ANs KOMMaHwuii ¢ Ymicnom MK
CBbIWE AECSTU UM C MEHbLWM KOJI-BOM , HO aKTMBHbIM UCMONIb30BAHUEM CETHU, T.K.
Nonb3oBaTeNbckas onepauroHHas cuctTeMa He npegHasHadeHa ans 06¢cnyXunBaHus CeTeBbIX
3anpocos.

OT1aenbHO MOXHO paccMoTpeTh ftp cepBep, kak BO3MOXHOCTb NPeaoCcTaBleHNs AocTyna K
OAHHbIM 4151 COTPYLHVKOB B KOMAHAMPOBKE W yAANEHHbIX (oUNnanos.

MpakTuyeckn B Kax oM odorce ecTb 006WeaocTynHas nanka ¢ JOKyMeHTaMu, cnyxebHou
MHCpopmauumeit, n npounmn Menodamu. Kak npasuno, ato paboyast cTaHUusi, 32 KOTOPOW
cuanT nonb3oBartesb. Takoi cnocob npuemnem anst He6onblwKx KoMNaHuit. KOHeYHO, OH He
BbIAEPXMBAET KOHCTPYKTUBHOM KPUTKKUN, HO MPUBNIEKATENEH OTCYTCTBMEM [LOMONHUTENbHbIX
3aTparT, BO BCSKOM Cny4yae A0 NepBOi Haknaaku.

OpHako, B cuny HEKOTOpbIX 0cobeHHoCTen Hanbonee pacnpocTpaHEHHOM onepauoHHON
CUCTEMbI, TaKoi cnocob XxpaHeHUs MHGOPMALIMIN CTAHOBUTCS HEMPUIOOHbLIM YXe Npu AecaTke
K.
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cnonb3oBaHue BbiLENEHHOrO cepBepa ANsl XpaHEeHUs UHGOPMALMN UMEET MHOXECTBO
NPEVMYyLLECTB, N3 KOTOPbIX, HABEPHOE, CaMbIM TNaBHbIM SBNSIETCA NErKoCcTb 0becrneyveHus
COXPaHHOCTW U AOCTYMHOCTN UHGOPMaLMK. Vicye3aeT camblii rnaBHbIA hakTop pucka —
nonb3oBarens.

Mo>XHO OrpaHnynTb NpaBa nonb3oBaTesneil Ha Pecypchbl MO rpynam 1 KOHKPETHBIM
NoNb30BaTeNsIM, HACTPauBaTb PE3EPBHOE KOMMPOBAHME U CMENO HAAEsTbCS Ha ero

ctabunbHylo pabory.

CronmocTb HacTpouku cpamn cepeepa:

CrtoumocTb paboT no HacTpolike goaiin cepeepa: oT 200 rpH. BoidaBaTb cneunanncTa, y3HaTb
noapobHyto nHdopmaumto 0b ycnyre "dpain cepsep” Bbl MoXeTe, NMO3BOHMB MO HALIMM

KOHTakTaMm, Unun caenartb 3asBKy Ha HaweM canTe B pasgene 3akas on-line.

Be6/WEB cepsBep

CaiTt koMnaHum - Heobxoammbli aTpnbyT ntoboro bruaHeca B HaWW OHU. IMEHHO caiiT B
COYeTaHUN C KOHTEKCTHOI peknamoi obecrnednBaeT HEUCCIKAEMbI MOTOK K/IMEHTOB ANs
nobori komnaHun. Ecnn caint ¢ HeboNbLWON NOCEWAEMOCTbIO 1 KONMYECTBOM CTPaHUL, TO
pasyMHO AepXaTb ero Ha XoCTuHre ¢ aboHnnartoi, kotopas 0bbl4HO cocTaBnsiet 40-50 rpH.
Ho no mepe pocta OyHKLMOHANbHOCTW canTa, yCnoBMs HEJOPOroro XOCTUHra nepecrarT
COOTBETCTBOBATb TPebOBaHMAM pecypca U NpUXoANTCS BbIBUpaTb MEXY apeHOow
BblAENEHHOro cepBepa y xoctepa, 3a 400-500 rpH/Mec 1 nepee3nom Ha OOUCHYIO
Texnnowanky. Bropoi BapuaHT ckpoMHee B nnaHe 6ecnepeboiiHocTn paboThbl, HO 3TO C
NMXBOI NEPEKPbIBAETCA AELWEBN3HOW peweHns. dakTnyeckn 0T Bac TpebyeTcs nuvlb pasoso
notpatnutb 1000rpH Ha HacTporky nporpammHor 4actm u ot 300 0o 400 ye Ha CUCTEMHbIN

6nok. JanbHenwune 3aTparTbl 3aKN04arKTCAa B onjiate yCcnyr MHTepHeTta. CKOpOCTb KaHana B
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cpenHeM fonxHa bbiTb He MeHee 2 MbuT/

CrounmocTb HacTponkun BEB/WEB cepBepa:
CroumocTtb paboT no HacTpoiike BEB/WEB cepsepa: 600 rpH. B cTOMMOCTb BKHOYEHDI

HacTpoKa CBA3KN PHP, Perl,
MySQL, Apache, PhpMyAdmin, FTP

CToMMOCTb HaCTPOMKU CUCTEMbI yripaBneHnsa 6a3zamm 6aHHbIX (CYB1):

CrtoumocTb paboT no HalcTpoiike cepepa 6a3 naHHbix (B1) ot 800 rpH. MNponssoamm
HacTporky BJ] nog Windows - MSSQL Server 2000-2008, nog Unix - MYSQL.
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